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Cybersecurity Risk
Key take away

Cybersecurity risk can be managed just like 
other business risks. It’s just a matter of 
understanding what can happen, how likely it 
is to occur, and how to mitigate the risk.”   



Cyber Risk for Healthcare Providers

Ransomware + Data Breach
• #1 risk in probability and impact
• Exposes patient records
• Financial loss occurs

Email Compromise
• Patient records may be exposed
• Financial loss typically occurs

Cloud Storage Open to Public
• Unintentional mistakes in permissions result in data leak

Accidental System Failure
• May result in data loss if backups unavailable

Typical healthcare cyber security incidents



From our perspective, 
we see crime...

Ransomware, constantly, every day

Big money flowing in cybercrime markets

Lively discussions on criminal forums

Innovations in threat group tactics 
and technology

But we also see hope...
CTI League

Public-Private Cooperation

Healthcare ISAC



Cyber-Avengers

Comprised of volunteer 
hackers and IT leadership

Collaborating to defend the 
healthcare sector

Key focus on attackers 
exploiting the COVID crisis

Helping people who save lives, 
continue to save lives

Protecting healthcare from ransomware



Current Ransomware Threats
Cyber attacks on healthcare



The Evolution of Ransomware

All About the Money
Ransomware started off small but has 
morphed into a multimillion-dollar industry

Holding organizations ransom
for millions of dollars is a reality

Attackers run organized businesses that 
have varying levels of operations

A top hacker group yielded over $76M 
from ransomware profits

Maximize Damages
Focus was on automation, this is changing

Maximum damage equals maximized 
ransom returns

Targeting backups is a critical piece
of the attack

Growing into a multi-million dollar industry

A recent healthcare hack 
Within 4 hours hackers moved to 30 systems 
on the network triggering a complete shutdown



Top Risk Questions

Is the healthcare sector a target for 
criminal groups? More so than other 
sectors? Why?
What about the recent FBI/DHS 
warning?
Are criminals targeting large healthcare 
orgs, small clinics, or both?
How do the criminals typically get in? 
Can anything be done to reduce 
that risk?

Focus on understanding risk, then mitigate



RYUK: Pattern of Attack

Email with malicious attachment 
or remote desktop access
Survey domain with ADfind
Use Mimikatz or vulnerability to 
steal administrator passwords
Take over Domain Controller
Use servers to install ransomware 
on every computer possible, 
usually over a weekend

Ransomware surge in healthcare



Common Healthcare Break-in Patterns

Target Employees
• Email is the #1 way in – malware docs or 

phishing for passwords

Target Unpatched Servers
• An IT maintenance problem becomes an 

open back door

Target Weak Passwords
• Digital equivalent of looking for keys left 

under the mat

Cyber criminals follow a predictable script



Information Security

Multi-factor authentication (MFA)

Endpoint detection and visibility

Network architecture and segmentation

Cloud services security

Patching and vulnerability management

“The Top 5” effective defenses to deploy



Information Security
Positive steps for mitigating risk

75% of cyber intrusions start 
outside of normal business 
hours. 24/7/365 Security 

Operations Center monitoring
provides fast response

24/7 RESPONSE
Invest in people who 

understand how to protect your 
computers, but also educate 

your employees so they 
become security allies 

PEOPLE FIRST
Once the right people are on 
the job, trust them to decide 

what tools they need to 
monitor and respond to 

threats effectively

THEN TOOLS

24/7/365 SOC monitoring
provides faster investigation and more targeted incident 
response
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HIPAA Compliance

Security and privacy go hand in hand
HIPAA compliance has become more 
complex as the rules have matured
Among the rules are:

• The ability to report to an audit log to 
an individual 

• Requirement to demonstrate best practices
• Embedding privacy into the security policies
• Mandatory reporting processes of any breach 

or suspected breach

Security and compliance for healthcare since 1996



Defining a Breach
A closer look at the rules

The HIPAA Breach Notification Rule 
• Requires covered entities to notify patients when their 

unsecured protected heath information (PHI) is 
impermissibly used or disclosed – or “breached,”– in 
a way that compromises the privacy and security of 
the PHI

Impermissible use or disclosure of PHI…
• Presumed to be a breach unless the covered entity 

demonstrates that there is a “low probability” that 
the PHI has been compromised



HIPAA Data Breaches
Where we are today…

We used to focus HIPAA compliance energy 
on things like:

• PHI being left on printers
• PHI being lost in the community
• Staff discussion of cases in public settings

In 2021, we must shift our focus to:
• External attacks on our data
• Vulnerability of our systems
• Electronic interchange of data
• Data at rest
• Governance of access to data and data systems



From HIPAA Journal
Headlines from 2020

Between 2009 and 2019 there have been 3,054 healthcare data 
breaches… impermissible disclosure of 230,954,151 healthcare records
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Healthcare data breaches 
of 500 or more records



What If You Have a Breach?
Despite best efforts, breaches happen

Immediate steps
Do whatever you need to do to contain and stop the breach

Take your affected servers off line!
• This is how the best practice of business continuity comes into 

play, e.g., how will you continue your business if you have to 
have your staff work disconnected?

Get your data security team working with your legal team and 
your internal compliance team

Work to get a sense of how big the breach is:
• Number of records/cases involved
• One time attack or ongoing threat

Develop a communication plan and stick to it
• Don’t try to cover it up…it will only make things worse



Breach Reporting
Key information

The nature and extent of the PHI involved, 
including the types of identifiers and the likelihood 
of re-identification
The unauthorized person (or people) who used 
the PHI or to whom the disclosure was made
Whether the PHI was actually acquired or viewed
The extent to which the risk to the PHI has 
been mitigated
Identify all mandatory reporting requirements and 
make a plan to fulfill them



Federal Rules of Reporting

60 calendar days
• Once a covered entity knows or by reasonable diligence should have known (referred to as the “date of 

discovery”) that a breach of PHI has occurred, the entity has an obligation to notify the relevant parties up to 
60 calendar days following the date of discovery, even if upon discovery the entity was unsure as to whether 
PHI had been compromised.

500+ individuals impacted and the media
• If the breach involves the unsecured PHI of more than 500 individuals, a covered entity must notify a 

prominent media outlet serving the state or jurisdiction in which the breach occurred, in addition to 
notifying HHS. 

• For breaches involving fewer than 500 individuals, covered entities are permitted to maintain a log of the 
relevant information and notify HHS within 60 days after the end of the calendar year via the HHS website.

HIPAA only requires breach notification for unsecured PHI 
(e.g., unencrypted PHI)
• As such, health IT is encouraged to use appropriate encryption and destruction techniques for PHI, which 

render PHI unusable, unreadable or indecipherable to unauthorized individuals.

PHI data breach



HIPAA Violation Penalties
Penalty Tiers Under Notification of Enforcement Discretion

Culpability Minimum Penalty 
per Violation

Maximum Penalty
per Violation Annual Limit

No Knowledge $100  $50,000 $25,000

Reasonable Cause $1,000 $50,000 $100,000

Willful Neglect – Corrected $10,000 $50,000 $250,000

Willful Neglect – Not Corrected $50,000 $50,000 $1,500,000

https://federalregister.gov/d/2019-08530



HEALTHCARE #1
Average cost per record

Healthcare is in the lead for costliest, with the 
next largest cost at $210 (financial records)

Source: HIPAA Journal July 24,2019
https://www.hipaajournal.com/2019-cost-of-a-data-breach-study-
healthcare-data-breach-costs/

Healthcare Industry
Leading the way

HEALTHCARE #1
Average total cost of a data breach 
in healthcare

$429

The U.S. is #1 among all countries for the costliest breaches

$6.5+M
Making healthcare 65% 
higher than any other 
industry

https://www.hipaajournal.com/2019-cost-of-a-data-breach-study-healthcare-data-breach-costs/


Hidden Costs of a Breach

Breaking down the cost:
Penalties
Legal fees
Downtime
Lost business/reputation 
damage

Beyond HIPAA-related fines



Hypothetical Scenario
What if a breach happened to your organization?

Provider:
• Large behavioral health organization

No. of records created in a quarter: 
• 28,000 notes written for individual clients

Impact: 
• If only half of those records were breached, 

total financial impact could be around…

-$6M



50%

23%

27%

Malicious attack

System glitch

Human error

Root Cause
Security breaches – malicious or not?

Criminal Activity

50%

Source: https://www.ibm.com/security/digital-assets/cost-data-breach-report/#/



Lives Impacted: Reported Breaches

13,196,697
Lives across 480 agencies have been affected by a healthcare breach

HHS Breaches - January 2020 through November 2020

Breaches filtered to: Hacking/IT Incident, Unauthorized Access/Disclosure and Theft affecting 500 or more individuals

https://www.hhs.gov/hipaa/for-professionals/breach-notification/breach-reporting/index.html

https://www.hhs.gov/hipaa/for-professionals/breach-notification/breach-reporting/index.html
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Importance of a Security Roadmap

Helps protect PHI data and business continuity

Identifies an organization’s gaps or weaknesses 
around data security

Provides a structure for advancing an agency’s 
security framework

Guides IT leadership on budgeting and 
prioritization

Mitigates risk

Creating a path to increased security



Evaluate and Stay Current
Information security requires dedicated focus

Attacks 12 
months ago

Security 
measures a 

year ago

Leveraging 
the same 
security 
measures 
today

Doing
good

Oops 

Attacks today



Common Challenges

No vulnerability baseline

Reactive vs. proactive approach

Current measures don’t mirror the 
maturity of threats in healthcare today

Budget constraints 

Prioritization

Skilled resources

Creating a security roadmap



Where to Begin

IT Security Risk Assessment: What it does…
Evaluate existing security policies and procedures

Analyze enterprise application use and access controls

Provide a review of PHI security controls

What you gain…
Creates a baseline for ongoing review and improvement

Aids in avoiding costly security breaches

Helps ensure compliance

Identifies areas to invest in security measures and a 
plan to correct deficiencies

Understanding your security position

45% of ransomware 
attacks target 
healthcare
organizations. 
Source: Beazley report, 2017



Covering the Basics

Cloud services security
• Protects your PHI data in the event of an attack

Network architecture and segmentation
• Minimizes damage with lateral movement between your departments in 

the event of an attack

Patching and vulnerability management
• Reduces security alerts with crucial security patches
• Guards against known malware

Multi-factor authentication (MFA)
• Guards against stolen passwords/credentials

Endpoint detection and visibility
• Deters phishing attacks, one of the most common threats
• Focuses on behavior and signature based attacks

“The Top 5” effective defenses to deploy



Layering Your Approach

There’s no silver bullet for information 
security
Varying threats require different approaches
Healthcare is complex, layering helps 
to secure…
• Many types of data with varying levels 

of sensitivity

• Multiple applications and technology solutions

• A variety of endpoints – servers, user devices, etc.

Prevent, detect and respond



Engaging Your Team

Beyond process and technology, 
people are a key component
Everyone in an organization needs to 
play a role in securing data
Provide training and education to 
your teams
Perform regular security exercises for 
both IT and end users
Monitor your systems with real 
people 24 x 7

Planning is critical to success in ALL situations

Workforces in every 
industry represent a 
possible doorway to 
attackers, no matter how 
steep the investment in 
world-class security 
technology.

Source: 2020 Phishing By Industry 
Benchmarking Report



Questions?
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